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Methodology
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® Amarach was commissioned the Data Protection Commissionter
conduct a national research project to capture, analyse and determine smal
YR YSRAdzZY SYUSNLINAAaSEAaQ o{a9auv dzyi
their obligations under the General Data Protection Regulation (GDPR).

® To effectively examine knowledge, interviews were conducted with 500
businesses spread across the Republic of Ireland, including a good
distribution of micre, small and medium enterprises and across a range of
industry sectors.

® The questionnaire was designed and suppliedigyData Protection
Commissioner.

® The surveys were carried out via phone employinyg  NJirchKUQ&CAT]
(Computer Assisted Telephone Interviewing) system.

® They were asked a series of questions exploring the following:
A Types of data collected
A Knowledge of data law
A Awareness of, and preparation for, GDPR

® Interviewing fieldwork took place between 24f April¢ 10" of May 2017.
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Respondent Profile

(Base: All respondent$500)

Respondent position

%

Owner

Managing Directo-

Manager

CEO/COQI/CFC
Data Compliance Officet

Other with
responsibility
for Data

Size of Organisation

%
1-9
®
i E

10-49

FiHA —

50-249

FiRai -

An Coimisinéir
Cosanta Sonrai

Region

Data Protection
Commissioner

Dublin
32%

Quotas were set to ensure there was a good distribution of mici® éinployees), small (149 employees) and medium (&9

employees) enterprises* operating across Ireland.
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*sizes as defined by OECD https://stats.oecd.org/glossary/detail.asp?ID=3123
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The majority of SMEs collect aneS LISNE 2 y I R (o & o

(Base: All respondent$500)

%

Demographics for yes

Size of Organisation o
¢ 19
¢ 1049
¢ 50249

B
| EE
| E
Region

Yes Dublin . E

ROL . E

| E

L K

Munster

D N N N

Conn/Ulster

Q.1 Does your organisation collect and use personal da@EMmployee datanc. payrolletc, database of customer details)?
amarach

Micro enterprises (O employees) are much less likely to identify that they collect and use personal data (78%) when compare(‘f ?earch
small and medium enterprises (95% and 98% respectively).
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(Base: All respondent$500)

Employee mmm
Broad based

%

Demographics for data type collected

Employee details Size of Organisation %

B o5
¢ 19 67
c 1049 B 32 -
B 27
¢ 50249 23
Broad based data Region
(includes customers ¢ Dublin . .
clients) ¢ ROL B 25 o
¢ Munster Bl 24 i
¢ Conn/Ulster BN 31 o

52y Ql V' B0

Q.2 Is the data you collect and process confined to personal information about your employees or morbdseddo include imirmation about your customers/

. 5 ,
clients” amarach

Nearly three quarters of medium businesses (73%) and businesses in Munster (74%) gather data which includes customer aﬁ%?gﬁgh

data.




The majority of SMESs are awarec

(Base: All respondent$500)

%

aita

Size of Organisation,

Data Protection
Commissioner

I' é, é A y- 3 S y' S Cosanta Sonrat

Demographics for yes

Collect & use data o,

cro M < ves [N -
¢ 1049 S ¢ No B
¢ 50249 99 Type of data collected
Region ¢ Employee [ 84
¢ Dublin ¢ Broad based 92
¢ ROL
¢ Munster
¢ ConnMist
Q.3 Are you aware that there are laws governing the collection and use of personal data? ]
rasenreh

Nearly all medium businesses are aware of data laws (99%), although over four in five small and micro enterprises arealso aw

(84% and 87% respectively).
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(Base: All respondent$500)

%

GKIY KIET

Yes

2 F NI & LJ2 g

Demographics for yes

Size of Organisatiap

Collect & use data o,

¢ 19 - 34 ¢ Yes - 47
¢ 1049 - 42 ¢ No . 21

¢ 50249 [ s3 Type of data collected

Reqion ¢ Employee [ 40

¢ Dublin - 56 ¢ Broad based ar
¢ ROL - 32 Aware of Data Law

¢ Munster - 43 ¢ Yes - 49
¢ ConnMlst - 42 ¢ No I 9

Q.4 Are you aware that major changes to data protection laws are imminent?

Nearly two thirds of medium enterprises (63%) are aware that data protection laws are changing, while only one third of micro

amarach
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enterprises are aware (34%). Businesses in Dublin are also more likely to be aware of the forthcoming changes (56%).
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An Coimisinéir Data Protection

hdSNI 062 OGKANRE 2F {a9ada KI @S oo™ comeo

(Base: All respondent$500)

% Demographics for yes
Size of Organisatiap Collect & use data o
c 1o M - cves [T

¢ 1049 [N o ¢ No K
¢ 50249 | ¢o Aware of data law
Region ¢ Yes _ 74
publin [ 73 ¢ No s

q
¢ ROL - 72 Aware changes imminent

¢ Munster [ 69 ¢ Yes D e
¢ connuist [ 63 ¢ No N ss

Q.5 Have you heard of the General Data Protection Regulation?

amarach

Medium enterprises are much more likely to have heard of the GDPR compared to small or micro enterprises (80%, 70% and %51%2)Nh

respectively), while businesses aware of data law or aware that changes are imminent are also more likely to have hé&drd of GD




An Coimisinéir Data Protection
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(Base: All respondent$500)

v Demographics for yes

Size of Organisatiaop Collect & use data o,
¢ 19 ¢ Yes -32
¢ 1049 ¢ No R
¢ 50-249 Aware of data law

Region ¢ Yes - 33
¢ Dublin ¢ No |7
¢ ROL Aware changes imminent

¢ Munster -27 G Yes -61

¢ ConnMlst . 24 ¢ No I 6
Aware of GDPR

C Yes - 40

¢ No |7

Q.6 Do you know that the General Data Protection Regulation will be effective from 25th May 20187

amarach
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Despite high levels of awareness of GDPR, less than one third of companies know it is coming into effect in 2018284ling to "
micro-enterprises. Medium enterprises and SMESs in Dublin, or that are aware changes are imminent are more likely to know.



An Coimisinéir Data Protection

X I ydRsthtin one in five SMES can name any charages result, «=™ o

(Base: All respondent$500)

% Demographics for can name any changes
Yes, can name 3 6 Can name any
No, but can 11 } changes Size of Organisatiap Collect & use data o,
name 1 or 2 C17% ¢ 19 ¢ Yes . 18
¢ 10-49 ¢ No Is
¢ 50-249 Aware of data law
Region ¢ Yes . 18
No, can no ¢ Dublin . I >
name any ¢ ROL Aware changes imminent
¢ Munster [ 12 G Yes D
¢ ConnMlst . 17 ¢ No 4

Aware of GDPR

C Yes . 24

¢ No |2

Q.7 If you were asked to name three changes that the General Data Protection Regulation will mean for your organisdtimuZoul

amarach

Medium enterprises (26%), SMEs in Dublin (24%), those aware of the GDPR (24%) or that changes are imminent (34%) arezrr%%ergrch

likely to be able to name changes. However, less than two in five in these categories can name any changes.




Four In fiveSMES have not identified actions to take to comply Wi @ Smmeons:
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(Base: All respondent$500)

% Demographics for yes
Size of Organisatiap Collect & use data o,
¢ 19 ¢ Yes . 29
¢ 1049 ¢ No B
¢ 50-249 Aware of data law
Region ¢ Yes 24
¢ Dublin ¢ No 2
¢ ROL Aware changes imminent
ves ¢ Munster [ 23 G Yes 3
¢ ConnMlist . 16 ¢ No 7

Aware of GDPR

C Yes - 30

¢ No |2

52y Qi
know

Q.9 Have you identified the steps/actions that your organisation will need to take to be compliant with the General BatioRiBegulation?
amarach

Micro enterprises, SMEs that have not heard of the GDPR and SMEs that are unaware that changes are imminent are partlcuﬁar?y
unlikely to have identified steps which need to be taken.
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(Base: All res

Demographics for yes

Size of Organisatiap Collect & use data o,

¢ 19 ¢ Yes - 43
¢ 1049 [ 43 ¢ No L EE

¢ 50-249 - 56 Aware of data law
Region ¢ Yes s
¢ Dublin [ 53 ¢ No |2
¢ ROL - 34 Aware changes imminent
¢ Munster [ 40 G Yes o n
No
¢ ConnMlst - 35 G . 18
Aware of GDPR
cres
¢ No |
Q.16 Are you aware of the large scale administrative fines that can be imposed for failing to comply with the GeneratdasitanFRegulation?
améracn
earc

Just over half of medium enterprises (56%) and SMEs in Dublin (53%) were aware of fines associated with noncompliance. 'Irﬁe
majority of SMEs which were aware of imminent changes were aware of fines (71%).



Threein five SMEs feel data compliance is a priority in their Lttt @ St
organisation

. All respondent$00)

Priority [
Not a PrioritySlll
Demographics for level of priority
Size of Organisatiap Collect & use data o,
High priority | ¢ 19 ¢ Yes -T 65
" ¢ 1049 ¢ No ﬂw
i Pg;or/lty ¢ 50-249 Aware of data law
- 0
, Region C Yes G 66
Priority ) | ¢ Dublin ¢ No - 29 .
¢ ROL Aware changes imminent
Neither/nor 16 ¢ Munster s 29 ¢ Yes .12—75
. S5 ¢ No I S
. ¢ ConnUlst mmm 27 N 31
Low priority 12 Not a Aware of GDPR
. riorit
notaprory [ "o ¢ Yes
¢ No

Q.17 To what extent do you think data protection compliance is a priority in your organisation at owner/boardroom/senigemamiaevel?

amarach
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Nearly two thirds of SMEs (62%) feel data protection compliance is a priority in their organisation; this falls to 54% of mic
enterprises.
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(Base: All respondent$500)
% Demographics for yes
Size of Organisatiap Collect & use data o,
No ¢ 19 ¢ Yes 23
¢ 10-49 ¢ No No
¢ 50249 Aware of data law
Region ¢ Yes 2
¢ Dublin ¢ No |2
Yes ¢ ROL Aware changes imminent
¢ Munster . 21 G Yes - 38
¢ ConnMlst l 14 ¢ No 8
. Aware of GDPR
52y Qi
know ¢ Yes 2
¢ No |5
Q.8 For example, do you know if your organisation will be required to appoint a Data Protection Officer? )

amarach
?rch

Nearly 90% of micro enterprises and over 90% of those unaware that changes are imminent are unaware whether they will n6eecje
appoint a Data Protection Officer.
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Protection.

(Base: All respondent$500)

% Demographics for yes
Size of Organisatiap Collect & use data o,
¢ 19 ¢ Yes o s3
¢ 1049 ¢ No L EE
¢ 50-249 Aware of data law
Region ¢ Yes - 53

¢ No e

Aware changes imminent

W

Dublin
ROL

Q
q
¢ Munster -58 G Yes
C ConnUIst-44 ¢ No

39
Aware of GDPR

I T
¢ No s

Q.10 Do you have a staff member(s) who is responsible for overseeing compliance with data protection and preparing feiRthe GD

Yes

amarach

SMEs in the Rest of Leinster (39%) or which are unaware of data law (31%), GDPR (35%) or that changes are imminent (39‘Jr sg?éCh

much less likely to have an employee responsible for data protection.
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(Base: All respondent$500)

% Demographics for yes
Size of Organisatiaop Collect & use data o,
No ¢ 19 ¢ Yes e
¢ 10-49 ¢ No | B
¢ 50-249 Aware of data law
Region ¢ Yes - 35
¢ Dublin ¢ No I 7
Yes ¢ ROL Aware changes imminent
¢ Munster [ 37 G Yes s
¢ ConnMlst . 18 ¢ No . 22
. Aware of GDPR
5kngov)\f = C Yes A
¢ No | EE.

Q.11 Have you carried out an assessment of all the personal data you hold?
amarach

Medium enterprises (39%) and SMEs in Dublin (40%) and Munster (37%) are more likely to have assessed the personal da}é%seela':(:h
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(Base: All respondent$500)

% Demographics for yes
Size of Organisatiap Collect & use data o,
No
¢ 19 C Yes - 45
¢ 1049 [ 43 ¢ No B
¢ 50-249 - 50 Aware of data law
Region ¢ Yes s
¢ Dublin [ 54 ¢ No | BE
Yes ¢ ROL - 36 Aware changes imminent
¢ Munster [ 42 G Yes s
¢ ConnMlst - 32 ¢ No 35
. Aware of GDPR
52y Qi y
know CYes N+
¢ No

=

Q.12 Have you carried out an assessment of why you hold personal data?

amarach

Medium enterprises (50%) and SMEs in Dublin (54%) or which are aware of GDPR (52%) or that changes are imminent (49% sgraerch

more likely to have assessedhy personal data is held.
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keepthis data.

(Base: All respondent$500)

% Demographics for yes
No Size of Organisatiap Collect & use data o,
¢ 19 ¢ Yes 0 a8
¢ 1049 ¢ No |
¢ 50-249 Aware of data law
Region ¢ Yes - 39
¢ Dublin ¢ No B
Ves ¢ ROL Aware changes imminent
¢ Munster - 40 G Yes - 48
¢ ConnMlst . 25 ¢ No . 24
] Aware of GDPR
Yoow CYes
¢ No B s
Q.13 Have you carried out an assessment of how long you need the personal data you hold?
resanrch

Medium enterprises (44%) and SMEs in Dublin (44%) or which are aware of GDPR (48%) or that changes are imminent (432% are
more likely to have assessed how long they need to keep personal data.
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(Base: All respondent$500)

y 5SY23INI LIKAOEA F2NI 52y QiU (VY72
0

Begun already - Size of Organisatiog Collect & use data o
Q22017 12 ¢ 19 ¢ Yes ] 22
¢ 1049 ¢ No - 64
Q3 2017 - ¢ 50-249 Aware of data law
Region ¢ Yes 2
Q4 2017 - ¢ Dublin ¢ No D ss
QL2018 | 9 ¢ ROL Aware changes imminent
Later | 9 ¢ Munster [ 27 G Yes D14
¢ ConnMlst - 32 ¢ No 36
52y Qi - Aware of GDPR
¢ Yes . 20

¢ No B <0

Q.18 When do you plan on beginning your GDPR implementation plan?
amarach
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Yet nearly three quarters are not planning on usingesdernal dninnct; @ Yormennes
resource to prepare for GDPR:

(Base: All respondent00

% Demographics for yes
Size of Organisatiap Collect & use dates
¢ 1.9 ¢ Yes o2
¢ 1049 ¢ No | K
¢ 50-249 Aware of data law
Region C Yes 22
¢ Dublin ¢ No fu
¢ ROL Aware changes imminent
¢ Munster . 18 C Yes - 33
N
¢ ConnMlst . 17 ¢ o I 11
Aware of GDPR
52y Qi C Yes 2
know ¢ No l 14
Q.14 Are you using, or planning to use, an outside resource to help your organisation prepare for the General Data RejatAteon?
amarach
earch

Only one in ten micr@nterprises (11%) are planning on using an external resource to prepare for GDPR. However, nearlg one thir
: ) : o . : 22
of medium enterprises (29%) and one third of those aware of imminent changes (33%) are planning on using an external resource



SME using an external“resource are more likely to engage with i @ s
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espondentH00)

[ Using an outside resource to prepare for GDI%R [ What type of service provider agg®u using?]

% (Base: All using external04)
%

Consulting firm - 35

Both Law and Consulting . 17

Law firm I 9

Other external - 35

52y Qi 1y2¢ I7

523/9[']
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Q.15 If yes, what type of service provider are you using?

amarach

Consulting firms (35%) or an unspecified other external service provider (35%) were the most frequently mentioned exterea I research

providers by those using an external resource.
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downloadable guidance.

(Base: All respondent$500)

%

Web- based guidance

Downloadable PDF guidance

Hardcopy guidance

Video clips/ Animations

Infographics

Other . 19

52y Qi 1y2¢ ‘2

Q.19 What format of guidance would you find most helpful to your preparations for the General Data Protection Regulation?

24



